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Introductions



● We will host a poll during the webinar

● We will be emailing everyone the slides 

after the webinar

● Submit your questions in the Q&A tab and 

we will answer at the end
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Housekeeping



Agenda

● What is the Software Supply Chain?

● What is the modern software factory?

● Security concerns

● Maintenance concerns

● The business case for outsourcing

● Demo



What is the Software Supply Chain?

Import

Build Deploy



The Modern Software Factory Requires A Supply Chain

You are in the software supply 
chain management business, 
whether you realize it or not



What is The Modern 
Software Factory?



In your organization:
■ How many AppSec tools 

have you deployed?
■ How many alerts do you 

investigate per cycle? 
■ How many vulnerability 

issues are currently 
backlogged? 

Security Tooling

Poll



Managing the Software Supply Chain

● 47% of organizations use between 4 and 9 AppSec solutions1

● 33% of organizations use 10 or more AppSec solutions1

1 JFrog’s “Software Supply Chain State of the Union” 2 US Government “Secure By Design”

“The software industry needs more secure 
products, not more security products.” 2 



Consequences of Poor Supply Chain Management

● 2.1B dependencies downloaded with known vulnerabilities despite 
the fact that a fixed version was available

● 81% of devs admit to shipping apps with known vulnerabilities
● 91% of orgs experienced a software supply chain attack in 2023

“77% recognize that software supply chain 
security is a blind spot for AppSec teams.” 1 

1 Application Security Posture Management (ASPM) 2024 report



Antipatterns Foster Burnout

Security antipattern is status quo:

● Import binaries
● Scan binaries
● Investigate alerts
● Burnout cybersecurity/ 

overwhelm developers

Security pattern is rare:

● Import source code
● Scan source code
● Investigate alerts
● Securely build binaries     

Reactive Proactive



Consequences of “Shift Left”



Security concerns

● Developers are not security experts
● Many Open Source projects are volunteer (unpaid)

○ They are built on whatever system is available
● Most security tools are reactive
● Often security tooling leads to Alert Fatigue
● These factors contribute to the high rate of burnout



Secure by design

● CISA is advocating for Secure by Design & Secure by Default
● This means considering security from the start

○ Influence your choice of language, framework, architecture
○ Threat modeling
○ Defense in Depth

Urging prioritization “prioritize the features, mechanisms, and 
implementation of tools that protect customers rather than 
[prioritizing] product features.” 



Software Supply Chain Maintenance = New Tech Debt

Shorter Term:

● Dependency vulnerabilities
● Programming language vulnerabilities
● API changes

Longer Term:

● Dependency datedness
● Programming language upgrade/migration



Software Supply Chain Maintenance Cost

For example:

● Average number of dependencies per app = 526
● new CVEs discovered each year = 26,000

Maintenance Costs:

● 30% of developer time
● 10-20% of a sprint



The Business Case For Outsourcing



The $$ & ¢¢ Case For Outsourcing



How ActiveState Fits



ActiveState Platform 
Demo
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Q&A



Next Steps

Download the companion white paper:

The Benefits of Modern Software Factories and an Outsourced 
Software Supply Chain

Learn more about upgrading your codebase - get an assessment!

https://www.activestate.com/get-current-stay-current/

Try the ActiveState Platform for free:

https://platform.activestate.com/

https://5262266.fs1.hubspotusercontent-na1.net/hubfs/5262266/ActiveState%20Assets%202024/The%20Benefits%20of%20Modern%20Software%20Factories%20And%20An%20Outsourced%20Software%20Supply%20Chain.pdf
https://5262266.fs1.hubspotusercontent-na1.net/hubfs/5262266/ActiveState%20Assets%202024/The%20Benefits%20of%20Modern%20Software%20Factories%20And%20An%20Outsourced%20Software%20Supply%20Chain.pdf
https://www.activestate.com/get-current-stay-current/
https://platform.activestate.com/

